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Cloud Comput Microsoft Azure Suffers Global Outage

Michael Moore, November 19, 2014, 10:52 am

Google Suffers Compute Engine Cloud Outage

Ben Sullivan, August 17, 2015, 2:38 pm
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Goal 1

Precision
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Goal 2

Precision
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Failure Prediction and Fault Localization
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Failure Prediction
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Failure Prediction

Anomaly Detector
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Fallure Prediction and Fault Localization

Cloud System
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Fault Localization
Causality graph

- Built from the baseline model with machine learning g 0®¢

- Vertices: (metric, resource)

- Edges: correlations (Granger causality)
- Edges labels: weight probabilities
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Fault Localization
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Fault Localization

Causality graph + anomalous KPIs = Evolution of Causality graph

Vertices: KPls
Colored vertices: anomalous KPlIs




Fault Localization
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Fault Localization

Scores assigned to vertices in the evolution causality graph
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Fault Localization
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Failure alerts + vertex scores
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Case Study
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- Fault types: Packet loss, Packet Latency, Packet Corruption

- Workload pattern: low traffic during week end and two peaks for day
- # of Normal Samples: 100
- # of Faulty Samples: 172



Can we accurately predict failures?

Correctly predicted failures

Precision =
All predicted failures

Recall = Correctly predicted failures

All actual failures

Precision Recall

98.2% 100%

- Fault types: Packet loss, Packet Latency, Packet Corruption

- Workload pattern: low traffic during week end and two peaks for day
- # of Normal Samples: 100

- # of Faulty Samples: 172



Can we accurately localize faults?

. Correctly localized faults
Precision =

All predicted failures

Correctly localized faults
Recall = y

All actual failures

Precision Recall

97 % 100%

- Fault types: Packet loss, Packet Latency, Packet Corruption

- Workload pattern: low traffic during week end and two peaks for day
- # of Normal Samples: 100

- # of Faulty Samples: 172
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Self-Healing
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New anomaly detector based on neural network
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