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Case Study - CS1 
Mobility Ecosystem

“IT is pervasive in automotive systems: cars can request assistance, 
consult Internet and interact with other vehicles via mobile communication 
or Wi-Fi connection or other protocols. From the convergence of Vehicular 
Networks composed by vehicles, infrastructure, and other urban or 
transportation systems we envision the emergence of a Vehicular System 
of Systems (VeSoS), which may bring several advantages in terms of 
ecological and economical benefits, as well as safety. VeSoS can be even 
part of larger ecosystems, like Smart Mobility Ecosystems (SMEs), which 
include several heterogeneous systems, such as road users’ apps, other 
VeSoS and infrastructures, which have to be dynamically integrated so to 
achieve interoperability and information sharing, while suitably reacting to 
unplanned events (e.g., need of re-planning). GAUSS will study an 
automatic way to support integration in VeSoS and SMEs by guaranteeing 
both functional and nonfunctional requirements, also taking into account 
security and safety issues related to possible cyber-attacks.”
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Outline

• Vehicles communication systems 
• four domains: V2V, V2X, Intra-V, and U2V 
• Cyber security attacks surface 

• Research challenges 
•  Security and safety balance 
• Security-by-Design for automotive



Facing on a growing cyber-security issue  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Facing on a growing cyber-security issue (1) 



Hacking a car is way too easy? 

CONNECTED CARS → 

● SAFETY 
● INNOVATION 
● REVENUES

CONNECTIVITY → 
● MULTIPLE PENETRATION 
● ATTACK VECTORS

Richard	Clarke	–	Counterterrorism	expert:		
“There	is	reason	to	believe	that	intelligence	agencies	for	major	

powers’know	how	to	remotely	seize	control	of	a	car.”



Vehicle communication
• Vehicle to External Infrastructure (V2X)  

• Vehicle2Roadside  
• Vehicle 2Service 
• Vehicle2Home 
• etc. 

• Vehicle to Vehicle (V2V)   
• User to Vehicle (U2V) 

• multimedia 
• infoteinment 
• etc. 

• Intra Vehicle (Intra-V)



Security impacting on Safety
Authenticity: Unauthorized access through 

infotainment or another vehicular network may 
grant access to the overall Intra-Car network.

Data integrity: A hacker can use 
failures to try to get internal data of 

the vehicle or try to acquire control of 
parts of the car. 

In the future, with autonomous driving 
systems, 

vehicular assault as a terrorist tactic can be 
done remotely



Possible remote attack scenarios  
Authenticity: Remote control by using personal 

mobile device (U2V) 
 Availability: The connectivity system will have to 

be always available (V2X)

Confidentiality: 
data is 

encrypted and 
can only be 

read by 
authorized 

nodes.



Our Proposal

“Fine tune and apply an integrated and 
standardized process for enabling security by 
design in automotive industry coupled with safety 
aspects.”



Security-by-Design in 
Automotive

A Secure-by-Design Tool-chain is able to  

• develop automotive specific and customized solutions 

• cope with cyber-security attacks 

• detect anomalies in the automotive system  

• recover from attacks and anomalies.  

 



How? 

• powerful protection mechanisms to enforce 
integrated safety and security requirements at 
design time  

• continuous authentication and authorization 
mechanisms (Usage Control)



Challenges of the 
security-by-design

• Adoption of security standards (e.g. AUTOSAR,…) 
• Definition of new security concepts (reqs, risks,

…) 
• Integration of security into the “Safety-V-model” 
• Adoption of a security-by-design approach: 

• Improving interoperability  
• Improving adoption of V&V best practices 

• Toolchain supporting security-by-design approach



Improving V&V adoption into a security-by design 
approach
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Thank you!
Questions?


